AedekTbl npoekTupoBaHus Intel Core 2 Duo —
aHanNMTU4YeCKn ob630p C TOUKN 3peHns 6e3onacHOCTHU

KPHC KacllepcKkH, no-email

npoueccopbl Intel Core2Duo (He TOIBKO OHH OAHH!) COIEPIKAT MHOKECTBO OIIHOOK,
NPUBOASIIIMX K c00SIM NPOrpaMMHOro odecnedeHHsl, 3aBHCAHUAM ONePALUOHHOM
crcTeMe W JajKe BO3MOKHOCTH yAAJe€HHOT0 3aXBaTa yNpaBJIeHUs] KOMIILIOTEPOM! 4acTh
o1IHOOK 00X0AUTCH MPOrPAMMHBIM MyTeM, YACTh — 00HOBJIeHHeM MuKpokoaa LTI niau
npomuBku  BIOS, ocraBmmecss — HeHCNPaBHMbI BoOOIIe M TPeOYIOT CMEHBI
NMPoIEeCcCOpPa. HACKOJbKO peaJbHbI 3TH YIPo3bl? monpodyeM pasodpartncs!

gsedeHue

Kpurukys Windows (n ordactu Linux), 3a 60Jb110€ KOIHYECTBO POrPaMMHBIX OLIMOOK, MBI
"Mo yMom4aHHWIO" 3aKiIajbIBa€MCsl Ha HEIMOPOYHOCThH amIapaTHOTO 00ECHEHYEHUs, NMPOSKTHPOBIIUKH
KOTOPOTO HHMYEM HE OTJIMYAIOTCS OT Pa3padOTYMKOB ONEPalMOHHBIX cucteM. [lo Tex mop, moka
MpoLECCOPbl  OBUIM  TPOCTHIMH  (OTHOCHTENIBHO —OIIEPAIlMOHHBIX CHUCTEM), BBIXOAWINA PEIKO U
TECTUPOBAINCH THIATEILHO — OIMMOKA "KPEeMHHMEBBIX KOHEH" HOCHIM CAMHWYHBIA XapakTep H
YUUTBIBAIMCh ~ Pa3pabOTYMKaMH  KOMIWIsTOpoB. Celuac OHHM  TpPEICTAaBISIOT — pa3Be  uTO
Mo3HaBaTeNbHEIA nHTepec. Jlerennapusri "Hamarsoft's 86BUGS list", HaCUUTHIBArONINIA CBBIIIE COTHU
OIMOOK, HEJOKYMEHTUPOBAHHBIX MAIIMHHBIX KOMaH U OCOOEHHOCTEH MX MOBEICHUS, TOCIEAHUH pa3
obHoBisIcs B 1994 roxy, mociie 4ero OTIPaBWIICS Ha CBAJIKY HMCTOPUH, 3aXJICOHYBIIMCH B ITOTOKE
nedexToB, oOHapyXeHHBIX B MEPBBIX MoOAENsAX Pentium-mporieccopoB, mpudeM, HH OAWH M3 3THX
JIe(eKTOB (3a MCKIIOYCHUEM 3HAMCHHUTOM OINMOKH JC/ICHHsI, OMMCAHHON B OJIHOMMEHHOMN BpE3Ke), J10
MIMPOKOHN OOIIECTBEHHOCTH TaK M HE JIOIIEN, OrPAaHNYMBIIUCH KPyTrOM ITPOM3BOANTEICH MAaTEPHHCKUX
miar, mnpomuBok BIOS, pa3paOboTYMKOB OMNEPAIMOHHBIX CHUCTEM/KOMIHIATOPOB W MIPOYCH
TEXHUYECKOH 3JIUTOMU.

BossmeM, k mpumepy, HHCTPYKIHUIO OntoBOro ckanupoBaHusi BSF dst, src, xkonmupyromyoo B
dst mHIEKC MepBOTO YCTAaHOBIECHHOTO OWTa B src. Kak BaM HpaBHUTCS TOT (PAaKT, YTO €CIH SIC paBEH
HYJIIO, TO colepkuMoe dst CTaHOBHUTCS HeOMpedeJIeHHBIM, TO €CTh TaM MOXET OKazaTbcs 000N
MycOp, Kakoi TOJNBKO YTOIHO, YTO CEPhE3HO OCIOXHACT OTIAIKYy HporpaMM. JlomycTuM, Ha MamIMHe
paspaborumuka ycranoBieH LIII, ocraBmstommii dst HeM3MEHHBIM W pPa3pabOTUMK (MM  €ro
KOMITHJISITOP) 3aKJIa/IbIBAIOTCS UMEHHO Ha Takoe rosezenue L{I1. A BOT y koHeyHOTo mojbp3oBarens dst
MOXeT cOpachIBaeTCsl B HYJb, HapyIIasg paboTOCIIOCOOHOCTh MPOTPaMMBI U 3aCTaBIAA pa3padoTIHKa
TEpATHCS B JOTaJIKaXx ¢ KAKOTO MOMEHTa MporpaMma mnoinia B pasHoc. OObIUHO, B TAKUX CIydasx BCe
cnuceiBaetcsi Ha Windows mwim "y Bac Ha KOMITBIOTEpE BHPYCHI, MEPEYCTAHOBUTE OINEPALOHHYIO
CHUCTEMy... aX, BBl yXe e¢ IepeyCTaHOBHWIHN?! HY TorJa MBI He 3HaeM, pa3OupaiTech co cCBoeH
MalIuHOU camu".

Kcrarn, 3To yxe naBHO He omnOKa, a BIIOJIHE JTOKYMEHTHpOBaHHas ocoOeHHOCTh. Intel nake
NPUBOAMT IceBioko koMan sl BSF Bo Bropom Tome "Instruction Set Reference":

IF SRC =0
THEN
ZF = 1;
DEST is undefined;
ELSE
ZF := 0;
temp := 0;
WHILE Bit (SRC, temp) = 0
DO
temp := temp + 1;
DEST := temp;
OD;
FI;

Jluctunr 1 ncepnoxkon komanasl BSF ¢ "y3akonenHoi" ommokoi

C TakuMu "OCOOEHHOCTSIMH'" MOXXHO e€Ileé M CMHPHTHCA, HO Kyda TNpHKaKETe [eBaTh
SMU30AMYECKH BO3HHUKAIONIMMH HCKIIOYeHUsMH Ha 486+, Bo3HuMKarommmu mpu 3arpy3ke CR3



peructpa (ykasarenb Ha Karajlor CTpPaHWI) B perucTp odOmero HaszHadeHuss? KonewHo,
HeIpeBUCHHBIE MCKIIOUSHNSI MOXKHO M MOAaBUTH, 4To Jenaer Linux u Open-BSD. Jlenars-To oHa
3TO JeNaeT, HO... MecTaMH. A Mectamu He aenaer. Obpamenne k peructpy CR3 mpomcxomsar us
MHOTUX (pyHKUHIT 51/Ipa, a SAPO MUILIET Lenasi apMusi pa3padOoTYMKOB, YaCTh U3 KOTOPBIX OCBEIOMIICHA
00 3TOM nedexTe, a YacTh — Jake HE IMomo3peBaeT. B pesynbrare, MBI WMeeM HECTaOMIIEHO
paboTaronIyIo CUCTEMY.

Windows BooOIe He MBITAeTCs cpaXkaThCsl ¢ STHM. A 3ps. 3amnpenieHde KIIIUPOBAaHHUS Ha
3aIMCh B HEKOTOPBIX MOJENAX MPOLECCOPOB pa3pyllaeT COJAEP)KMMOE K3Ia, OTKyJa IIPOIEccOop
NpoJOJDKAT OpaTh paHee CKAUIMPOBaHHBIC JaHHBIE (YK€ pa3pylleHHbIE) W YTOOBI NporpamMma He
"rpoxHyJack", K3 HEOOXOJMMO OYHCTHTH NPOrPaMMHBIM 00pa3oM, CUMTHIBas TyJa HE3Hayallue
JAaHHBIC BIUIOTH A0 IIOJIHOTO €ro 3aIllOJIHCHUA. Ha MPUKIIAJHOM YPOBHC Takasd CUTyalusd, KOHCYHO,
MaJIOBECPOATHA, J1a U HCJIb3A Ha IMPUKIAJHOM YPOBHE YIPABJIATHL KOUMIMPOBAHUEM, HO BOT L[paix'lBepa -
coBceM apyroe aeno! Ecny HEKOTOpBI pernoH MaMsATH HCIIONB3yeTcs Uil OOMEHa JaHHBIMH C
BHEIITHUM yCTPOMCTBOM (BHICOKOHTPOJUICPOM HIIH IJIATOH TEIEMETPUH), BIaIeNbIIH "HeTIPaBIIIHHBIX "
TIPOILIECCOPOB OKaXKYTCsI OUYEHb "pajbl" BCEBO3MOXKHBIM apTeakTaM Ha SKpaHe MOHHUTOPA U HEBEPHBIM
TEJIEMETPUYECKIM pe3yibraTaM. CTOUT M YAUBIATBHCA, YTO X86 HE HCIONB3YIOTCS B KPUTHYECKHX
uH(ppacTpyKTypax, rae paboTaroT MPOCThIEe U THIATEIBHO NPOTECTUPOBAHHBIE MUKPOKOHTPOJLIEPHI?

Bripouem, MBI OTBJIEKIHMCH, XOTS 3TO BeChbMa IOJE3HOE OTBJICUYEHHE, AAIOIIEE YUTATEII0
MOHATH, 4YTO JAaJICKO HE BCC CTPAHHOCTH TIOBCIACHHUA TIPOrpaMMHOIO obecrieueHuss HMEIOT
NPOrPaMMHYIO MPUPOAY M Ie(EKThI MPOLECCOPOB B CIOHTAHHO BCIIBIXMBAIOIIMX "TONYOBIX dKpaHax
CMepTH" UTPaloT AaJeKO HE MOCIETHIO POITb.

[powuzBoautenu LI1 BexyT ¢ nedexraMu IPOSKTUPOBAHMS 0KECTOUCHHYIO OOPB0Y, IPOTOHSA
KaXIyl0 KOMaHay (a TO M KOMOWHAIMM KOMAaHJ) Yepe3 CEpUI0 arpecCHBHBIX TECTOB, PE3yJIbTaThI
KOTOPBIX TaK WM MHAUe OTPAXAIOTCS B JOKyMEHTalnu wim xe "specification updates". B wactHocTH,
nocienaue obHoBieHus crnenudukanuu Ha Intel Core 2 Duo B 11000 MOMEHT MOXKHO CKadaTh C
opunmaneHoro caiita Intel:  http://www.intel.com/design/core2duo/documentation.htm#specupdt,
pa3zen erraata KOTOpPOTO Ha MOMEHT HamMcaHHsA 3THX CTpok (Mait 2008) Hacumraer 126 ommuboK,
MHOTHEC U3 KOTOPBIX KPUTUUCCKUE U 3aTparuBarommue HE TOJIbBKO ﬂﬂepHBIﬁ, HO U HpHKJ’IaI[HOﬁ YPOBEHb.

HemHornMm sydmie obctout cutyarus ¢ cepBepHbIME mporieccopamu: Intel Xeon Quad-Core
5400 u ero mmaammii cobpatr Xeon Dual-Core 5100 HacunThBaeT mo 54 oduuanbHO MPHU3HAHHBIX
nedekToB Kaxaprid. W maxe Itanium 9000, pexomeHmoBaHHBIN ¢upmon Intel mms KpuTHIECKHX
uHppacTpykTyp ("massive, mission-critical computing") Xpanutr B cBoMX Hempax 85 '"Kykos",
CIIOCOOHBIX OOPYIIUTH CepBep B JIOOOH MOMEHT. A Bellb 3TO OJJHO M3 CaMbIX JOPOTHX M TIIATEILHO
NPOTECTUPOBAHHBIX Ipou3BeneHuil Intel, opueHTMpOBaHHOE Ha KOPIIOPATHBHBIN CETMEHT DBHIHKA,
KOTOPBIM OIIMOOK HE MPOIIACT W Ha KOTOPOM MOMUMO Intel MMEIOTCS W APYrHe WUIPOKH, BIPOUCM,
CTAJIKMBAIOMIUECSA C TCMHU K€ CaMbIMH HpO6HCMaMH.

Mup He coBepIIeHeH, HUKTO U3 Hac He 0e3 rpexa. OOHOBmATH Mukpokon LI, mpommBky
BIOS (a B KpUTHYECKMX CIy4dasXx — M CaMH IIPOLECCOpHI!) HYXHO TaK JK€ PeryisipHO, Kak
HaKJIJbIBaTh 3aIUIaTKH HA OIEPalMOHHBIE CHCTEMBI W IIpodee MporpaMMHoe obecrieueHne. AX 1a,
OTIepaIIMOHHBIE CUCTEMBI. .. C HUX-TO BCE M HA4AJIOCh!
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Pucynok 1 Intel Core 2 Duo co Bcemn omudkamu, KOTOpPbIe B HEM TOJIBKO €CTh

...U 2psIHYN 2pOoM

OznakomuBIIHCE ¢ ouepennoil errata Ha Core 2 Duo, Theo de Raadt (Bemymmii pa3paboTamk
orepanonHoM cucteMsl Open-BSD, ciapsieiicss cBoel HaIe:)KHOCTHIO U 3AIIUIICHHOCTHIO), TPHUIIIET
B SIPOCTH, TPAHUYAIIYIO C CYHIUIOM, M HaOpocwics Ha nmpousBoauteneit Core2Duo ¢ oOIMIUTEeIHHBIM
3asBJICHUSIM B CTWJIE: "Kak Jalibllie >KUTh M YTO Ham Jenarb?!", TyT e MOAXBAaYEHHBIM MPEccoi u
CTaBIICH JOCTOSHHEM NIMPOKOH OOINECTBEHHOCTH, IIOCTECIICHHO HAYMHAIOIICH OCO3HABATh, 4TO
oMOIIKM HeT W He Oyner. CuTyanusi O4YeHb CEPbE3HAa — JOCTATOYHO MHOI'ME OIIMOKH HE TOJBKO
MPUBOMAT K Kpaxy CHCTEMBbI, HO U (TCOPETHUYECKHU) MOMYCKAIOT BO3MOXXHOCTh YJAJICHHOTO 3axBara
yrnpasienus. Pazpaboranku Open-BSD monsiTanuce 3aTKHYTh CaMble KPYIHBIE IBIPHI, IEPETHCAB KOX
Apa TaK, 9T0 OBl UCKIIOYNTH WM XOTSI OBl CHU3UTH BEPOSATHOCTH COOBITHH, BEAYIINX K HPOSIBICHHIO
omuOO0K, HO BOT OCTAJbHBIC MPOTPAMMHUCTCKHE KOJUIEKTUBBI, BRIPaXKasiCh OOpa3HBIM SI3BIKOM, JaXe He
IMOYeCcaliuch, W B TEPBYIO OUYepelb 3TO OTHOCHUTCA K HOBoMomHoMy Server'y 2008 mis koToporo
3aIJIaTOK HET W He MpeaBHIEThCs. UTO e Torjaa roBOpUTh O "MOpajbHO ycTapeBlleM'", HO BCE €Ile
paboraromem napke Windows 2000, XP, Server 2003?!

N xors HH ogHOro paborocrmocodHoro exploita m0 cux 1Op HHKeM HE ObLIO
MPOJEMOHCTPUPOBAHO, 3TO €III¢ HU O YeM HE FOBOPHUT M HUYETO HE JOKA3bIBaeT. ABTOP 3THUX CTPOK
AKTUBHO SKCIIEPHUMEHTHPYET C Pa3IHMIHBIMH MOJIEISIMHU ITIPOLECCOPOB (MpH (HMHAHCOBOI MOIIEPIKKE
KPYIMHEHIHX (UPM, CIICHHATH3UPYIOMNXCA Ha WHPOPMALMOHHOW 0€30MaCHOCTH) M TOTOBUT JOKJIA,
KOTOPBIN IpH OJIArompHsTHOM CTEYCHUHN O0CTOSTEIBCTB OYIeT MPOYHTAH HA XaKEPCKOW KOH(EPEHIIIH
"Hack In The Box Security", mnpoBommmorr B Manaiisuu B okTsa0pe 2008 roxa:
http://conference.hackinthebox.org/ (mns >kenaromux MOCETUTh CHE MEpPOINPHUATHE HAIIOMHHAIO, YTO
Manaiizust 04eHb yJ00Ha TeM, 9YTO HE TPeOyeT BU3EI, JOCTATOYHO OJTHOTO HACIIOpTa).



Ho Bepnemcst k nucxognomy coobmenuto Theo de Raadt'a, ormyOmikoBaHHOMY B KOHIIE MIOHS
2007 roma, Korga  OOHApyXEHHBIX  OMMOOK  OBUIO  BABOE  MEHbIE, 4YeM  ceidyac:
http://marc.info/?1=openbsd-misc&m=118296441702631:

List: openbsd-misc

Subject: Intel Core 2

From: Theo de Raadt <deraadt () cvs ! openbsd ! org>
Date: 2007-06-27 17:08:16

Message-1D: 200706271708.15RH8GkK 024621 () cvs ! openbsd ! org

Various developers are busy implementing workarounds for serious bugs in Intel's Core 2 cpu.
These processors are buggy as hell, and some of these bugs don't just cause development/debugging
problems, but will *¥ASSUREDLY* be exploitable from user-land code. As is typical, BIOS vendors
will be very late providing workarounds/fixes for these processors bugs. Some bugs are unfixable and
cannot be worked around. Intel only provides detailed fixes to BIOS vendors and large operating
system groups. Open Source operating systems are largely left in the cold.

Full (current) errata from Intel: download.intel.com/design/processor/specupdt/31327914.pdf.

Q We bet there are many more errata not yet announced -- every month this file gets larger.

Q Intel understates the impact of these erraata very significantly. Almost all operating systems will
run into these bugs.

O Basically the MMU simply does not operate as specified/implemented in previous generations of
x86 hardware. It is not just buggy, but Intel has gone further and defined "new ways to handle
page tables" (see page 58).

O Some of these bugs are along the lines of "buffer overflow"; where a write-protect or non-execute
bit for a page table entry is ignored. Others are floating point instruction non-coherencies, or
memory corruptions -- outside of the range of permitted writing for the process -- running
common instruction sequences.

Q All of this is just unbelievable to many of us.

An easier summary document for some people to read:
http://www.geek.com/images/geeknews/2006Jan/core_duo_errata 2006 01 21 full.gif

Note: that some errata like AI65, A179, AI43, AI39, AI190, AI99 scare the hell out of us. Some of
these are things that cannot be fixed in running code, and some are things that every operating
system will do until about mid-2008, because that is how the MMU has always been managed
on all generations of Intel/AMD/whoever else hardware. Now Intel is telling people to
manage the MMU's TLB flushes in a new and different way. Yet even if we do so, some of
the errata listed are unaffected by doing so.

As 1 said before, hiding in this list are 20-30 bugs that cannot be worked around by operating
systems, and will be potentially exploitable. I would bet a lot of money that at least 2-3 of them are.

For instance, AI90 is exploitable on some operating systems (but not OpenBSD running
default binaries).

At this time, I cannot recommend purchase of any machines based on the Intel Core 2 until
these issues are dealt with (which I suspect will take more than a year). Intel must be come more
transparent.

(While here, I would like to say that AMD is becoming less helpful day by day towards open
source operating systems too, perhaps because their serious errata lists are growing rapidly too).

Jnst He BiajgeOUIMX aHMIMACKUM si3bikoM ("He BiazeomuM" — B CMBICTIE
HaXOJAIINXCS HE B JIAAaX) HIDKE IPEACTaBICH MO IIEPEeBO;

B nacmoswuii momenm paspabomuuxu npocpammHo20 obecnevenus u npou3BoOumenu
Jicenesa 3ansmol paspabomrou "kocmoinen”, ucnpasisiowux cepvesnsvie OWUOKU 8 NPOYeccopax cepuu
Intel Core 2, coodepoicawyux npocmo aockoe Koauuecmeo 6azo8, U HeKOmopulx u3 3mux 6aco8 ne
npocmo menKue oegexmol NPOeKMuposanus, a peaivivie ovipel, komopvle *HECOMHEHHO* mozym
ObIMb UCNOIL306AHBL OISl AMAK € NPUKIAOHO20 YPOBHSL. PS0 0muboK He803MONICHO HU UCHPABUMb, HU
Havmu obxo0Hoe peulerus 071 NpedomepaujeHus ux 803HuKHogenus. Intel oepanuuusaemes mem, 4mo
npedocmasisem mexHu4eckyio ungopmayuro npouzsooumenam BIOS'06 u eedywum paspabomuuxam

KoMMepuecKux onepayuonnsix cucmem. Open-Source coobujecmeo 6pouieHo Ha npouso cyobobi.



Bom nonnas (mexywas) errata: download.intel.com/design/processor/specupdt/31327914.pdf
(npuM. _nepesooyuka: ccolika Oumas, m.K. HoMep cheyuukayuy nocmosnHo 00HO8IAemcs U

NoCneOnss eepcus Modicem Ovlmb Halldena no 6az06oll cevlike. hitp://www.intel.com/design/core2duo/
documentation.htm?iid=prod_core2duo+tab_techdocstspecupdt).

Q wmbl 2omogbl OumMbCA 0 3aK1A0, UMO OWUOOK HA camMom Oele 20paszdo Oonvuie, uem
AHOHCUPOBAHO — C KANICOIM Mecsiyem errata Cmanosumscsi 6ce 6oavuie u Oonbuie (Max oHo U
okazanocs 6 nocreocmsuu — npum. KK),;

Q [Intel cywecmgenno npeymenvuiaem 3HAUUMOCHb OOHAPYICEHHBIX OUUOOK — NPAKMUYECKU 6Ce
ONepayuoHHbLE CUCEMb BIANAIOMCSL 8 MU Dazu;

Q 6 cywynocmu MMU (Memory Management Unit— Brnox Ynpaenenus Ilamamuio) noosepecs
CYWeCmBeHHbIM KOHCMPYKIMUGHbIM USMEHEHUSAM U pabomaem co6cem He mak, KaKk 8 npeobloyujem
nokoneHuu x86-npoyeccopos (mounee, menepv oH Hukak ne pabomaem — npum. KK). Mano
Mo20, YMo OH Npespamuici 6 CniouiHoe ckonuwe "mapakxanos”, Intel coenana pewumensvHulii
waz enepeo, onpeodenus no ee GblpadiceHuo "Hosvle memoovl 0bpabomku cmpanuunsblx maobauy"
(cm. cmp. 58 — mym npagoa He cogcem NOHAMHO, YMO UMEHHO CMOmpenms u 20e, NOUCK 1o gpaze
6 Google evi0aem ccoliku monvko Ha coobujenue Theo de Raadt'a, u hu 00Ho20 doxymenma om
camoti Intel — npum. KK);

Q wHexomopvie owubKy UMelom npsimoe OmuouleHue K mexuuke "nepenonnenus o6ygepos” (camas
NONYAAPHASL PASHOBUOHOCMb amak Ha ce2o0HawHul denb — npum. KK), ede zawuma om 3anucu
unu ampubym "Heucnonnsemuvlil" Haz2no usHopupyromcs npoyeccopom. Jpyeue owubKu ceéa3amvl ¢
HEeKO2epeHMHOCIbl0 (M. €.  HeCOo21aCO8AHHOCMbIO) — UHCMPYKYULL  COnpoyeccopa Uiu  dice
NPOU3800SIM pA3PYUEHUs. NAMAMU — 6He 001ACmU, OMEEOCHHOU 6 NOAb308aHUe NPUKIAOHO20
npoyeccopa, nocpedcmeom "00biunbix" (m.e. He NPUBUIESUPOBAHHBIX) MAULUHHBIX UHCIPYKYULL

Q  6ce Mo KAAHCemcst COBEPUIEHHO HeBEPOSIMHbIM, HO dmo paxm!

Bom xpamxuii ceoomwiii  komncnexm owubox Core2Duo 013 Hemexuwuueckux arooet
http://www.geek.com/images/geeknews/2006Jan/core_duo_errata__ 2006 01 21 _full. gif (mym Theo
de Raadt creeka npomusopeuum cam cebe, NOCKOIbKY NPUSOOUM KOHCHEKM _COBCeM_ Opy2oll errara,
¢ _Opyeumu_ owubKamu, u _Opy2oll_ Hymepayuti, RO3MoMYy, NEPeYUCieHHbLe HUMCE HoMepd OuUOOK He
umerom K Hemy Hukaxkoz2o omuoutenus — npum. KK).

Ipumeuanue: nexomopwie owubxku muna AI65, AI79, AI43, AI39, AI90, AI99 nyearom mnac
mak, Ymo Oyua, MUHysi NAIMKU, CHYCKAeMCs npsiMo 8 npeucnodrion. dmu "wmyuku” e mocym Ovime
UCNPAGNIEHbL  NPOSPAMMHBIM — NYmeM, M. e. NocpeoCmeomM MOOUPUKAYUU — UCXOOHO20 — KOOd
ONEPaYUOHHOU CUCEMbL U/UTYU NPUTONCEHUTL, U HEKOMOPble U3 HUX 3ampasueaiom éce OnepayuoHnvle
cucmembl, evinyujennvie 00 cepedunvt 2008 200a, nockonvky MMU nwobwix  Intel/AMD u
COBMECUMbIX C HUMU NPOYECCOPO8 6Ce20a YNPAsIsLIC 0OHUM U meM dce cnocobom. M eéom meneps
Intel 2060pum nam, umo TLB-6ygepa, éxooawue 6 cocmae MMU, odonscusr "coOpacvieamvca” na
cosepwenno unoti manep. Ho Oadice coenas amo, owubku npoyeccopa, nepevucienuvie 8 errata, He
NO36051M CO30aMb CMAOUILHO PAbOMAIOWEN ONEPAYUOHHOU CUCTEMDL.

Kax yorce 2osopunocsy evluie, 6 0603nauennom cnucke, ckpuvrearomess 20-30 owubox, komopwle
He Moz2ym Oblmb NPeoOONeHbl NPOSPAMMHBIM NYyMeM HA YPOBHE OREPAYUOHHOU CUCMEMbl U MU
OWUOKU CO30aI0Mm NOMEHYUATLHYIO Yepo3y Olisl amaky Ha Mawuny. I omoe nocmagums Ha 3akia0 Kyuy
Oenee, 4umo no Kpatinel mepe 2-3 U3 HUX peaibHo CNOCOOHbL HA IMO.

Hanpumep, AI90 nooxooum ons amaxu Ha HeKOmMopvle OnepayuoHHblie cucmemvl (08oUUHbIE
coopxu Open-BSD 6 konghueypayuu no ymonuanuro K HuM He omHocamcs). B Hacmoswuil momenm s
Obl He pexomenoosan npuobpemams Mawiunsl, nocmpoennsie na 6aze Intel Core 2, 0o mex nop noxa
Oeghekmbl NPOEKMUpPoBarUsl He 6yO0em UCHPABIEeHbl (YUMo, N0 MOUM HOOCHemam 3atimem Ooavuie 200a).
Intel Oonxcna cmamo bonee "npospaunou” (a He 3adxcumame MeXHUYECKUE OCMANU, PACCHLIAS UX
monvko pazpabomuuxam BIOS'oe u xommepueckux onepayuonuvix cucmem — npum. KK). Meocy
mem, MHe Xomenocb Obi ommemumy, ymo AMD ¢ xkaxcovim Onem CmaHOB8UMbCsL 6Ce MeHee U MeHee
nonesnou 0 Open-Source coobujecmeda, NOCKONbKY KOAUHECMBO OWUOOK, OOHAPYIICEHHbIX 8 ee
npoyeccopax, pacment He MeHee CIMpeMUmeIbHo.




Cores Duo/Solo Errata
as of January 21, 2006

AE1 x87 fFPUJOS fDebugger

Classification / Impact

F5T (Floating Point Store--taking data out of the FPU and putting it into

. X X Show-Stopper, but only
mermory) with numeric and null segment exceptions may cause General e Ty
Protection Faults to be missed and FP Linear Address mismatch v

AE2

Code Segment limit violation dwhen the CPU checks to see if the instruction
pointer for the currenthy running prograrn is valid) may occur on 4-Chyte
limit check when the code strearm wraps around in such away that one
instruction ends at the last byte of a 4-Chyte limit, and the next instruction
begins at byte 0.

Show-Stopper. Could be
exploited by a virus--though
unlikely. Only observed by Intel
so0 far

AE3

POPF and POPFD {pop flags and pop flags double, which restores the
internal FLACS register from the memaory stack) instructions that set the
Trap Flag {TF) bits in the EFLACS register {causing the processar to enter
Single-5tep mode) may cause Unpredictable pracessaor behavior.

AE4

REP MOWS (RepeatfMowve a string from one memoary location to another)
L R " R R Show-Stopper, but only
operation in fast string mode continues in that mode when crossing into a
. . observed by Intel so far
page with a different mermory type.

AES CPUfMemory

Mermory aliasing {using commaon memory "Page Table Entries™) with
inconsistent & {Accessed--rmeaning the page has been used) and D
(Dirty--rmeaning the page has been updated) bits may cause processor Show-Stopper, but only
deadlock {such as saying it's "D"irty without saying it's been "&"ccessed, observed by Intel so far
which will only occur with an errant operating systerm or a hardware failure,

such as bad memory).
AE6 CPUJOS

WM Qfirtual Mode) bit will be cleared on a Double Fault Handler. Following a
task switch to a Double Fault Handler thatwas initiated while the processar
was in virtual-8086 (WMEE) mode, the WM bitwill be incorrecthy cleared in
EFLAGS, taking the processor out of WMEE mode.

Show-Stopper

AEF CPUSOS fMemory

Page with PAT {Page Attribute Table) set to USWC {Uncacheable, Speculative,
Wirite Combine) while associated MTTE {Mermory Type Range Register) is UC
(Uncacheable) may consolidate to UC.

AES x87 fFPUfDebugger

FxSAVE after FMIMIT without an intervening FP {floating point) instruction
may save uninitialized values for FOP (x87 FPU Instruction Operand {Data)
Pointer Offset) and FDS (x87 FPU Instruction Operand (Data) Pointer

Selector).
AE9 CPUJOS

Under certain conditions, LTR {Load Task Register) instruction may result
in a systerm hang. The conditions are: 1) Invalid data selector of the TR
{Task Register) resulting in a £GP or #MP fault; 2) COT {Clobal Descriptor
Table) is not §-bytes aligned; 3) DataBP (breakpaoint) is set on cache line
containing the descriptor data.

Show-Stopper, but only
observed by Intel so far_Also,
any 05 developer who codes like
this deserves this one.

AEID CPU{OS

Invalid entries in the Page-Directory-Pointer-Table Register (PDFTE) rmay
cause General Protection (EGF) exception if the reserved bits are setto one,

AET1 CPUfMemory

REP MOWS operation in fast string mode continues in that mode when
crossing into a page with a different rmemory type

AE1Z x87 [FPU

FPinexact-result exception FLAGC (bit 5 of the Status Word) may not be set Potentially catastrop If

if the #lnexactResult occurs in any FPU instruction with one of these ionis required, the
instructions occurring imrmediately after: FST/P m32 64, FSTP ma0, FIST/P n may fail because
m16{32, FISTP mad. Mote frexact precision occues wirest tire FPL (o ating IROTIGEUD SRR G TR R
Foiet Liit) (5 verable to fulle represent tie resultir & finite rmrammer, oo ax occurred. All numeric

IA5 Sirce there are & fiite suerrber of Bits i the FPU forre of 33, 65 or exceptions are routed to FMF,
Bi--deperrdimg orr tre FPLES curresnt precision mode), ot alf murmbers cart which is Interrupt 16 Intel's
be reprerested exactls THE exception ir mormalls mmrarked, oo rre s RIS G T T BT oy T el o) o2
doe st Sigeral e 0peratieng Fertesrt that &t e act precisiorn far occurred {No Operation) between the

Thiv {5 rmrarked Decaure mart ever) istruction camrat be represemted offending instructions would
exactly and & fimrall acceptable amrovet of rourding i wruall toferable for notabiy degrade FPU

tie figh speed of the FRLL performance.

AE13 CPUfMemory

IFU/BSU deadlock may cause systerm hang. i:::f::iielrr"t::‘;:::

AE14 CPUfDebugger

MOV with debug register causes debug exception.

AE1S CPUfMemory

IMIT does not clear global entries in the TLE.

AEl6 CPUfMemory

Show-Stopper, but only
Use of memoary aliasing with inconsistent memory type may cause systerm observed by Intel 50 far. Also,
hang. any O5 developer who codes like
this deserves this one.

AE17 CPUfMemory

Machine check exception may occur when interleaving code between Show-Stopper, but only
different mermory types observed by Intel 50 far




PucyHok 2 cBOAHBIII KOHCTIEKT OCHOBHBIX 0mIu00K Core 2 Duo, Ha koTopslii ccbliaercss Theo de
Raadt

CeHcauus usnu peasibHas yapo3a?

[pencraBnsier uHTEpec pasoOpaThesi, 4TO ke Tak Hamyrago Theo de Raadt'a u Hackoibko
BeNMKa BepoATHOCTh ataku Ha Core 2 Duo, Tem Oonee, 4To 3a BpeMs MpOLICAIICE C MOMEHTA
NMyOJIMKAMU KOJMYECTBO OOHAPY)KEHHBIX OIIMOOK YJIBOMIIOCH. AHAIM3UPOBATh OMIMOKH MbI OyJeM B
nopsake, obozHaueHHoM Theo de Raadt'om, ¢ yuerom crienuduky oneparioHHBIX CHCTEM ceMeiicTBa
NT (Windows 2000, XP, Server 2003/2008, Vista), Linux u nunetika BSD — Free, Net u Open,
NpUBOAS OQUIMAIBHYI0 HH(pOpPMaLMI0 M3 errata CO BCEMH BBIKIAIKAMH M PACCYXKICHISIMH, a
MeCTaMH — CIICHAPUSAMH pealn3aliy aTaKH.

Al65: A Thermal Interrupt is Not Generated when the Current
Temperature is Invalid (TemnepaTtypHoe lNpepbiBaHue He
FeHepupyeTcsa, npu Bbixoae Tekywen Temnepatypbl 3a lNMpegenbl)

Problem: When the DTS (Digital Thermal Sensor) crosses one of its programmed thresholds it
generates an interrupt and logs the event (IA32 THERM_STATUS MSR (019Ch)
bits [9,7]). Due to this erratum, if the DTS reaches an invalid temperature (as
indicated IA32 THERM_ STATUS MSR bit[31]) it does not generate an interrupt
even if one of the programmed thresholds is crossed and the corresponding log bits
become set.

Implication: When the temperature reaches an invalid temperature the CPU does not generate a
Thermal interrupt even if a programmed threshold is crossed.

Workaround: None identified.

mpobema: korma DTS (Digital Thermal Sensor— Iludposoit Temmeparypusiii Cencop)
JOCTHTAET OJHOTO M3 YCTAHOBIICHHBIX MTOPOTOBBIX 3HAUCHUH, IPOLIECCOP TEHEPHPYET
IIpepbIBaHue, MPOTOKONMUpys ero B xypHaie coOwitmii (IA32 THERM STATUS
MSR (019Ch) ©Outsr [9,7]). BcenencrBue KOHCTPYKTHMBHOTO —JedeKTa, NpH
JOCTIDKEHHHM  TIOPOTOBOM  Temmeparypel  (3agaHHOM dyepes MSR  peructp
IA32 THERM STATUS o6ur [31]), DTS He renepupyer mnpepbiBaHusi U He
yCTaHaBIIMBAeT OUTHI KypHaa;

MMOCJIEACTBHS: MpU BBIXOJIE TEMIIEPATyphl KpUCTAIa 3a TOPOTOBBIE TPaHUIIBI, IMPOILECCOpP HE
TeHEePHPYET INPEPHIBAHNS;
pelieHue: HE HaliIeHo;

B oOmiem, He TakoW yX M CTpaIlHbIA Ae(eKT, XOTs... YUUThIBas, 4To: a) 99% MalnHHOTO
BpEMEHHU TIporieccop "CruT", NpakTHYeCKH HE HarpeBasch, O) NP aKTUBHOM paboOTe OJHOTO WU
HECKOJIBKUX OJIOKOB IpOIIeccCOpa, TEMIOBUAECHUE PE3KO BO3PACTET; B) AJISI OTBOJA TEIIa C KPOXOTHOM
TUTOINAAN TPUXOAUTCS MPUMEHATh BBICOKOOOOPOTHBIE BEHTHUIISTOPBI, XapaKTEPHU3YIOIIHECS BBICOKHM
YPOBHEM IIIyMa, ¢ KOTOPBIM OY€Hb CJIOXHO (1 goporo!) 6opoTscs. BoT mpousBoauTeny 1 nmepemnny Ha
aIaNITUBHYIO CXEMY OXJIK/ICHHS, aBTOMAaTHYECKN MOBBIIIAONIYI0 00OPOTHI BEHTWIIATOPA IIPU HAarpeBe
KpUCTaJIa ¥ MPAKTUYECKH OCTAHABIIMBAIOIIEE JIOMACTH BO BPEMSI IIPOLIECCOPHOTO CHA.

Hexoropble NpoM3BOAMTENM HCHONB3YIOT BHEIIHHHA TEOMOAATYMK, HO OONbIIas dacTh
nojiaraeTcsi Ha MokaszaHHs Ipolleccopa — TaK M JieleBie u TouHee, HO ecnim DTS ne paboraer, To
BO3HMKAET IpsMasl yrpo3a IeperpeBa KpUCTallla, OCOOCHHO €CIIM XaKep 3arpy3uT ero Ha IOJHYIO
MOIIIHOCTh, YTO OYEHb JIETKO chenarh Java-ckpunutoM wium Flash-pomukom. KpaTkoBpeMeHHBIH
neperpes s L{I1 B 061iemM-To He omaceH, HO BOT CHCTEMaTHYecKui "mepekan” BeaeT K HeobpaTuMon
Jerpajanuy Kpuctauia. [lepBeIM, Kak NpaBmiio, THOHET K3II M CHCTEMa HAa4YWHAET BbIABATh
KPUTHYECKHE OMNOKY MPUIIOKEHUH 1 BEIOPACHIBATE TOIYObIC SKpaHbI CMEPTH.

Takum 0Opa3zom, aTakoBaTh CUCTEMY HE Hy>KHO. OHa U caMa yMpeT 4epe3 Kakoe-TO BpeMsl.

Al79: REP Store Instructions in a Specific Situation may cause the
Processor to Hang (UHcTpykuun 3anucu c MNMpedukcom REP npu
OnpepeneHHbIx O6¢cToATEeNnbLCTBaX MoryT 3aBecutb LiM)

Problem: During a series of REP (repeat) store instructions a store may try to dispatch to

memory prior to the actual completion of the instruction. This behavior depends on
the execution order of the instructions, the timing of a speculative jump and the




timing of an uncacheable memory store. All types of REP store instructions are
affected by this erratum.

Implication: When this erratum occurs, the processor may live lock and/or result in a system hang.
Workaround: It is possible for BIOS to contain a workaround for this erratum.
[pobnema: BO BpPEMsI BBITIOJIHEHUS CEPHH MHCTPYKIMI 3alKCH, NpeaBapeHHbix npedukcom REP

(REP  STOSx/MOVSX), coxmepxuMoe IpoMexyTouHoro Oydepa  MoxkeT
BBII'PYXKATbCA B IMaMATb O TOro, KaK TyJda TMOCTYIAT aKTyaJlbHbIC JaHHBIC.
[ToBenenue npoieccopa 3aBUCHUT OT MOPS/KA BBHITTOJIHEHUS! MHCTPYKIUHA, BPEMEHHBIX
XapaKTepUCTHK "CHEKYIATUBHBIX' TIEPEXOIOB M BPEMEHHBIX XapaKTEPUCTHK
HeKdmmpyemMoro Oydepa 3anucu. IToT AePeKT pacpoCTpaHsIeTCs Ha BCE ONEpariu
3ammcH ¢ npepukcom REP.

TIOCIIEACTBYS:  TPOSBIEHUS Ae(eKTa BapbUPYIOTCS OT 3aBHCAHMA MPOIECCOPa WM ONEPAIMOHHON
CHUCTEMBI;
peuicHue: nedexTt MokHO 06oiiTi Ha ypoBHe BIOS;

Ha... Tyt ectb 0o wem 3amymatscs. MHCTpykimm REP STOSx/MOVSX OTHOCSATCS K YHCTY
CaMbIX HOMYJIApHBIX. PYHKIMKM WHULHUAIW3ALUA M KOIMMPOBAHUSA MAMATH B OOJBIIMHCTBE CIy4acB
peann30BaHbl IMEHHO Tak M padOTalOT OHU Kak Ha MPUKIAIHOM, TaK W HA SJEPHOM YpOBHE. TpyIHO
MIPEACTaBUTh, YTO TPOU3ONAET, €CIM BMECTO 3allUCHIBAEMBIX JAHHBIX B IaMATHh OyIET BBITPYKEH
MyCOp, CIIy4aifHO OKa3aBILMICS B Oydepe Win. .. yMBIIUICHHO 3aCYHYThIH Tyna xakepoM ("3acyHyTbrid"
B CMBICJIE OCTAaBILIMKCS OT NPEABIAYIICH cepuy oneparyii 3ammcH).

K coxanenuto, Intel He packpblBaeT TEXHMYECKHX JeTajeld M HaM OCTAaeTCS TOJIbKO
JIOTaJIbIBaThCSl MPHU KAaKUX MMEHHO YCJIOBHUSIX BO3HHUKAET IPEKAECBPEMEHHBIH "BBIOpOC" HaHHBIX B
mamaTh. To, uro medekT ycrpanuM Ha ypoHe BIOS, — 310 X0pomo, HO BoBce HE (PaKT, 94TO 3a 3TO HE
HpHUETCS PACIUIauMBATHCS MPOU3BOAUTENBHOCTBIO (ecTh mopo3penue, uto BIOS mpocro m3menser
JMara3oHbl BDEMEHHBIX XapaKTePUCTHK TaKHMM 00pa3om).

Hcnonp3oBaTh MaHHBINA NEQEKT AT aTaKH TEOPETUYECKH BO3MOXKHO, HO TPAKTHYECKH IS
9TOr0 HEOOXOJMMO HAYYUThCS TOYHO BOCIPOM3BOAUTH YCIOBHS, HPH KOTOPHIX IPOUCXOAUT
MIPEXXIeBPEMEHHbIH BBIOPOC JAaHHBIX B MamsTh. M TOTga — Xakep CMOXET C NPHUKIaJHOTO YpPOBHS
NPOHUKHYTh BHYTPb SIpa JIIOOOW ONEpalMiOHHOW CHUCTEMbI M ONEpalMOHHAs CHCTEMa HEe B CHJIAX
sToMy noMentate. Best Hagexna Ha BIOS.

Al43: Concurrent Multi-processor Writes to Non-dirty Page May
Result in Unpredictable Behavior (lMapannenbHbie 3anucu B
"Yucrtble" CtpaHuubl NMamatn Ha MHoronpoueccopHbix Cuctemax
BenyT kK HeonpegeneHHoMy noBefeHUIo)

Problem: When a logical processor writes to a non-dirty page, and another logical processor
either writes to the same non-dirty page or explicitly sets the dirty bit in the
corresponding page table entry, complex interaction with internal processor activity
may cause unpredictable system behavior.

Implication: This erratum may result in unpredictable system behavior and hang.
Workaround: It is possible for BIOS to contain a workaround for this erratum.
mpobiiema: Korma mormgecknii mporieccop OCYIIECTBIISIET 3amuch B "dmcTyro" (T.e. paHee He

MOAM(DUIIMPOBAHHYIO) CTPAHHILY MAMSITH, & APYTOW JIOTUYECKHI MPOLIECCOp B 3TO XKe
caMoe BpeMs 0O OCYIIECTBISCT 3alHCh B 3Ty )K€ CTPAHHILy WM SIBHBIM 00pa3oM
yCTaHABIMBAaCT OWUT MOIM(UKAIMKM B COOTBETCTBYIOIIEM IIOJ€ CTPAHHIHOTO
Karajora, "BHYTpHycOOHbIE" BOWHBI MEXAY JIOTHYECKHMH IIPOLECCOPAMH,
3aKJIOYCHHBIMH B OJMH  (U3MYECKHH  KPUCTALI, TIPH  ONpPEJEJICHHBIX
00CTOSATENBLCTBAX PUBOAAT K HEOTIPE/ICTIEHHOMY ITOBEJICHUIO CUCTEMBI.

MOCJCACTBYS:  JAHHBIA Je(pEeKT TPUBOMUT K HEMPEICKAa3yeMOMY TIOBCJCHUIO CHCTEMBI H
BO3MOXKHOMY 3aBHCAHHIO;
peuieHue: JIe(eKT MOKET ObITh yCTpaHeH Ha ypoBHe BIOS;

Ox, CTOJILKO MYJIPOCTH B 3THX CJIOBax "HeompejeneHHoe noBeaeHue". HxeHepbl uX O4eHb
00T, IHXKEHEpBI BOOOIIE TIO0SIT HEOKUIAHHOCTH, TIOJCTEPETAIOIINE HX B HEIIPEIBUICHHBIX MECTaX.
Ho dero Tyt ragare. Bee npegensHo sicHo. @nar Moaudukanuy, sBISLSICh Pa3aeiiieMbIM PECYPCOM,
BeChbMa MPUIUPUYHUB K MOPAJIKY U BCE OTMEPAllMU ¢ HUM JOJDKHBI OBITh YIOPSAOYEHBI TEMH WM UHBIMU
MeXaHN3MaMH CHHXpOHM3aluH. J[axke He CKOJIBKO caM 3TOT OWT, a ero oKpykeHne. Moauduimposartsb
OTJeNbHBIE OUTHI TIpoIeccop He 00ydYeH M OH ONEepHpyeT MAIIMHHBIMH CJIOBaMH ([UIMHA KOTOPBIX HE
00s3aTeNbHO paBHA ABYM OaiiTaM, B JaHHOM KOHTEKCTE — 3TO MHHHMAIIbHas TOPIUS OOMEHa C



namsTeo, koTopas, Ha Core 2 Duo mo ogHHMM AaHHBIM cocTaBigeT 16, mo apyrum 32, a Mo TpeTbUM
64 6ur). Ilpomeccop cHavala 4YMTaeT MalIMHHOE CJOBO ILIEIMKOM B CBOM BHYTpeHHHH Oydep,
B3BOJIUT/COpAChIBAET OJMH MM HECKOJIBKO OHWT, TOCIE 4Yero 3amuchiBacT ero oOpaTHO. A Temepb
NpPEJICTABUM, YTO IPOLECCOPOB y HAC JIBA MU OHU OJHOBPEMEHHO OOpAIalOTCs K OJJHOMY H TOMY XK€
cinoBy. Torma TmOBTOpHAs YyCTaHOBKA Y€ YCTaHOBIGHHOTO OHTa TpHBENeT K ero copocy!
OmnepanuonHas cucreMa OyneT CYWTaTh, YTO JAaHHAS CTpaHWIA He ObLIa MOOU(HIMPOBAHA U TIOTOMY
IIpY HEXBATKE TNAMSITH HE CTAaHET BBITPYXKaThb e B (aill MOAKAYKH, YTO MPHUBEAET K HeoOpaTHMOH
MOTepH JaHHBIX !

Kak 3T0 MOYHO MCTOJIB30BaTh JUIsl aTaku?! 3aBECUTh CUCTEMY 3TO €pyH/a — IPHU JKEJIAaHUU
MOYKHO Pa3pyLIMTh AMCKOBBIM K3III, JUIsl 3TOTO HYXKHO OpPraHW30BaTh ONEpalliy 3allMCH OAUH U TeX JKe
(daiinoB u3 nByx (miam OoJjiee) pasHBIX IMOTOKOB, MapajuIebHO C ITHM 'chenas" BCIO CBOOOIHYIO
omneparuBHyio mamsite. Ha NTFS cambim rnaBubsiM daiinom siBisiercs SMFT, xpassinuii HHGOpMALHO
000 Bcex ocTanbHBEIX (aimax Toma. [Ipsmoe oOpaleHne K HeMy OIepalroOHHAs CHCTEMa OJIOKHPYET,
HO BOT KOCBEHHOE — CO3JaHHe/yJaJIeHe/MI3MEHEHNE aTpUOYTOB OJHUX M TeX ke (aijoB M3 pa3HBIX
MTOTOKOB — JIOIYCKAaeT JaKe€ C TOCTEBBIMHM IIpaBaMH. A Kpax IHCKOBOTO TOMa 3TO IOCTpaIlHee
3aBUCaHMs. AHAJIOTHYHBIM 00pa3oM O0OCTOMT CUTyalus ¥ ¢ (GaillIoBBIMUA CHCTEMaMH, HCIOIb3YEMbIMHU
B Linux u BSD.

Kcratn roBopsi, aBTOpy yKe HE TEpBBIH pa3 NPUXOAWIOCH BOCCTAaHABIMBATh JMCKH,
paspylieHHble HUMEHHO TakuM oOpa3oM. IlpuueM o4eHb HEOOBIYHBIM o00pa3oM. OOBIYHO, ecnu
BHE3aIHO OTKJIIOYAeTCsl NMUTAHWE WJIM 3aBHCAET CHCTEMa, TO colepxkumoe Kim-Oydepa Tepsercs
[IEIUKOM, B pE3yJbTaTe Yero TOM OCTaeTcs B OoJiee MM MeHee paboTOCIIOCOOHOM COCTOSHHH, HO BOT
KOTJIa TepsieTCs JIUIIb 9acTh U3MEHEHHU! (paBHas, Kak HU cTpaHHO 4 KOaiftam — T.e. pa3smepy onHOI
CTPaHHUIIBI), TO O3TO JaeT BCE OCHOBAaHMS IS 3aKJIIOYEHHS, 4YTO KOHCTPYKTHUBHBIM JedekT B
Iporeccopax MpOsIBIIETCS HAMHOTO Yallle, 9YeM 3TOTO CJIEA0BAII0 OXKUAATh.

I'pyObIM perieHreM MpoOieMBbl SIBISIETCS IEPEXOoJ] B OJHONPOIECCOPHBIH PEXKUM, UYTO
ocymectBisiercs: no6asienreM kioua /ONECPU B boot.ini). KonedHo, npou3BOAUTENBHOCTh MPU
OTOM MaaacT, HO €CJIM IECJIOCTHOCTh JAHHBIX MPEBBINIC MPOU3ZBOAUTEILHOCTU — OTO HE TaKad YK U
Oe3ymHast Mepa. A HajesaThcs, Ha npousBonutenei BIOS... rne rapantus, 4To OHM AEHCTBUTEIHHO
CIPAaBJIITHCS C OMUOKON?!

Al39: Cache Data Access Request from One Core Hitting a
Modified Line in the L1 Data Cache of the Other Core May Cause
Unpredictable System Behavior (3anpoc Kaw-nuHenkn L1-kawa un3
OpHoro Appa Paspywaet MoandumpoBaHHy K3LW-NUHEUKY
Opyroro Aapa, NpuBoas kK Henpeackasyemomy NoBeaeHuto
Cuctembl)

Problem: When request for data from Core 1 results in a L1 cache miss, the request is sent to
the L2 cache. If this request hits a modified line in the L1 data cache of Core 2,
certain internal conditions may cause incorrect data to be returned to the Core 1.

Implication: This erratum may cause unpredictable system behavior.
Workaround: It is possible for the BIOS to contain a workaround for this erratum.
mpobema: Korma 3ampoc naHHbIX w3 Sgpa | mpuBoamt k "mpomaxy" Ll-ksmma, 3ampoc

nepeHanpasisiercs K L2-kamry. Ecin ke maHHas KamI-IuHeHKa yxe Haxonures B L1-
Kome Sapa 2 u 6puta UM MOANGHUIMPOBAaHA, TIPH ONPEIEIEHHBIX 00CTOSTEIBCTBAX
Snpy 1 Bo3Bpalaercss HEBEPHbIN pe3ysbTar.

MOCTEACTBUSL:  HENpejcKa3yeMble IOBEJEHUS CUCTEMBI;

peuicHue: BIOS moxer cripaBuThCs ¢ 3TOH IPOOIEMOIA;

Kak m3BecTHO, MHOTOSIAEPHBIE TPOIECCOPEI HMEIOT pa3iensieMblii (oanH Ha Bcex) L2-xam u
"maauBrAyanbHele” L1-Kkomm, QakTudecku sSBISIOIINECS YacThio sapa. B rpyOoM mpuONMMmXeHHH MBI
nMeeM OOBIKHOBEHHYIO MHOTOIPOIECCOPHYIO CHCTEMY C pas3/ieNsieMOi BHENIHEeH MaMsiThio W
BHYTPHUIIPOLIECCOPHOM KALI-NaMsAThI0. I moanep)kaHus NaMsTH B COTJIACOBAHHOM COCTOSHHHU
UCIIONB3YIOTCS CIIEIMANbHbIE KOTEPEHTHBIE IPOTOKOIIBI, pa3pabOTaHHBIE JECATKH JIET TOMY Haszal.
Kazamnochk 051, B yem nipoOiema?!

A B ToM, uTo co3farenu Core 2 Duo mnm 3a0bUTH O KOT€PEHTHOCTH (Hy 3TO YX BpSA JIN),
1160, uto OoJIee BEPOSITHO, PEaM30BAIM e HelpaBWiIbHO. Hackolibko yacTo pasHble supa, padoTaroT
C OIHHUMHU M TEMH JX€ MOpUMsIMH AaHHBIX? OueHb 4acto! Benmp mpu mepersiioueHUH KOHTEKCTOB,
MIOTOKH, CTApTOBAaBIIME HAa ONHOM sIpe, PaHO WIM MO3JHO OKa3biBaloTcs Ha napyrom! Ilocnennue



BEpCHH orepaoHHbIx cucteM jauHerkn NT, Linux u BSD HakoHen-To Hay4mJIMch OTJIMYATh Sapa OT
(u3MUECKUX TPOLECCOPOB (B MHOTOIIPOIIECCOPHBIX CHCTEMax) M IIOTOMY CTaparoTcs 110 BO3MOXKHOCTH
n30eraTh MepeOdpOCKH MOTOKOB C OJHOTO AP0 Ha APYroe, MOCKOJBKY, IMOTOMY IPH 3TOM IPHIETCS
3aHOBO 3anoiHATh L1-xom. Ecth naxe cnernuanbhble API-QyHKIMU /1711 3aKperieHust MOTOKOB 3a
OTIPEZIETICHHBIM TPOLECCOPOM (SIIPOM), HO Ha MPAKTHKE OHM HE HMCHONB3YIOTCA W IIPOTPAMMHUCTHI
MIPEANIOYNTAIOT JOBEPSITh CHUCTEMHOMY IUIAHMPOBINUKY, AQJTOPUTM KOTOPOTO ONTHUMH3HPYETCS
pa3paboTYMKaMH OICPAllMOHHON CHCTEMBI C ydeToM 'XapakTepa' ITpOIECCOpOB, MMEIONIMXCS Ha
peiHKe. Ho B pacmiopspkeHNH TUIaHWPOBIUKA — COTHHU IIOTOKOB M OOBIYHO TOJIBKO J1Ba (PEAKO YETHIpE)
sapa. Tak 4uro u30ekarh "MEpeauciIoKanuil" TMOTOKOB HEBO3MOXHO, TOYHEE, BO3MOXKHO, HO YK
CJIMIIKOM HEed(PEKTUBHO.

Kax M0XHO nCHoIp30BaTh JaHHBIN AedekT Mt ataku? Camoe MpocToe — HUYETo He JeaTh
¢ cucremoil. OHa 1 cama ymazeTr. Pa3pyiieHne QUCKOBBIX JaHHBIX JOCTATOYHO MAJIOBEPOSTHO, XOTS U
He uckmodeHo Ha 100%, a BOT kpuTHdeckne cOOM MPHUI0KEHUH U TOTyOBIe 3KPaHbl CMEPTH — BIIOJIHE
OXHJaeMoe ABJeHue. [leHCTBUTENBHO, €CIIM TPOTpaMMa YTO-TO 3alucajia B MaMATh (Ha CaMOM e B
K3III, HO 3TO YK€ HE BA)XHO), a TIPH TOCIEIYIOMIEM YTEHHH He 0OHapyXmiia HUKaKMX W3MEHEHHWH, TYT
MOYKET IIPON3OUTH BCE YTO YTOIHO.

ABTOpY YyIaJOCh pealn3oBaTh pa3pylIleHHE Ky4d (IMHAMHUYECKOW MaMsiTH) IIyTeM
IUKJIMYECKOTO BBIICJICHHS/OCBOOOXK/ICHNSI KPOILIEYHBIX OJIOKOB B Java-CKpUITE, CJIEICTBUEM YEero
ABUJICS Kpax Opaysepa. UHMCTO TEOpeTHYeCKH BO3MOXKHO DPa3pyIIUTh Kydy Tak, YTOOBI TepenaTh
ynpasienue Ha shell-koj, HO It 3TOr0 HEOOXOIUMO YUUTHIBATE MHOXKECTBO CIICIH(PUUYHBIX JCTaNICH,
HEHM3BECTHBIX YAAICHHOMY aTaKyIOIIEMY, XOTs B IPUHIIUIIE, JOCTATOYHO MPEACKA3yEMBIX.

Topm 3ampocoB k mrobomy mdpaiiBepy (Hampumep, mrTopMm IP-makeToB) Tak ke
MTOTEHIIMATIBHO CIIOCOOEH BBI3BIBATh KPaX CHCTEMBI, HO, YUUTHIBAs, YTO IITOPMA 3a4acTyiO BBI3BIBAIOT
BSOD's1 gaxke Ha "mpaBWIBHBIX' TIporieccopax (W3-3a OIIMOOK CHHXPOHHM3ALUH, IOIYIIEHHBIX
pa3paboT4vKaMH ApaiiBepoOB), OYEHb TPYAHO ONPENEIUTH C KaKUM JAe(EeKTOM MBI UMEEM JeJo: C
MPOTrpaMMHBIM MJIM alMapaTHeIM. TeM He MEeHee, XaKepCKUil MOTEeHIHaN y aTak JaHHOI'O TUIAa BechbMa
BECOMBIif, YTO TITaBHBIM 00pa3oM, 00YCIaBIMBAETCs MPOCTOTOM UX pealTU3alnHg.

CaMoe HENOHATHOE B 3TOW MCTOpPHM — Kakoe oTHomieHue nmeer BIOS ¢ "pasbopxam"
BHyTpu Tmporeccopa?! EmmHcTBeHHOEe pasymHoe mpennonoxkenue — BIOS mpocto 3ammBaer
OOHOBIICHHBIM MHUKpPOKOI, penocTaBieHHbIi Intel. Ilo npyromy crpaButbes ¢ pobaeMoil HaBpA I
MOJTyYHUTCS.

Al190: Page Access Bit May be Set Prior to Signaling a Code
Segment Limit Fault (ATpnbyT loctyna k CtpaHuue MNamatu MoxeT
BbiTb YcTaHoBNeH ao NeHepauun UcknroyeHuns)

Problem: If code segment limit is set close to the end of a code page, then due to this erratum
the memory page Access bit (A bit) may be set for the subsequent page prior to
general protection fault on code segment limit;

Implication: When this erratum occurs, a non-accessed page which is present in memory and
follows a page that contains the code segment limit may be tagged as accessed;
Workaround: Erratum can be avoided by placing a guard page (non-present or nonexecutable page)

as the last page of the segment or after the page that includes the code segment limit;

mpobema: €CJIM JINMUT CerMEHTa KOZa YCTAaHOBJICH OJIM3KO K KOHITY KOJIOBOI CTPaHUIIBI, TO IPH
OTIpEJICICHHBIX OOCTOSTENIbCTBAX CIECMYIONICH 3a HEeH CTpaHMIIe MAMSITH TPOIECCOp
MOXKET Ha3HaYUTh arTpuOyT [OCTyma _JI0_ TEHEepalul WCKIOYCHUS O00mero
HapYIICHU 3aIUTHl WM BBIXO/Ia 3a MPEJIeNTbl JMMHATOB KOZOBOTO CETMEHTA;

MOCIIC/ICTBUS: NpY TIPOSIBIICHUH JAaHHOTO Je()eKTa, CTPAHWIA TaMSTH, CICAYIONas 3a MOCICAHEH
CTpaHHIIEH KOJOBOTO CErMEHTA, MMOJydaeT aTpudyT JOCTyNA, TaXKe eCIId U3HAYAIbHO
OHa ObUIa HEJOCTYIIHA JUIS YTEHUS,

peurenue: naryOHoe BIHMsSHUE JaHHOTO Jedekra MOXeT OBbITh HEUTPAIM30BaHO MyTEM
YCTaHOBKH  CTOPOKEBOW  CTpaHHWOBI  (OTCYTCTBYIONIEH B  MaMATH WA
HEHCIIONHACMOH), OTHEIIIOMEH KOJOBBIM CErMEHT OT IIOCIEIYIOmETO 3a HUM
CEMeEHa;

Bor MBI m nob6panuck no nedekra, oco6o ormeueHHoro Theo de Raadt'om, B kauectse
MOAXOJIAIIET0 KaHAWJaTa Ui aTakd Ha OIepaldoOHHbIE CHCTeMbl (3a uckiarodennem Open-BSD B
KOH(HTypaluu Mo yMoI4aHuo). YTo ke 3T0 3a ornepaidonHbie cucreMsl Takue?! Hy-ka, Hy-ka! B NT
JUMHTHI CETMEHTOB KOJIa, TaHHBIX U CTeKa "pacmaxHyThl" Ha BCE aIpecHOe MPOCTPAHCTBO, HIKHIOKO
MIOJIOBHHY KOTOPOTO 3aHMMAET IIPUKIATHON KOJ, BEPXHIOIO — OINEpalnMoOHHas cucTeMa. Tak 4ro 3a



npejenaMu KOZOBOTO CEerMEHTa BooOme Huvero Her. Jla m 4roObl m00parhCcs O €ro KOHIA
HEoOX0MMO CHayajla Kak-To IONAacTb Ha yPOBEHb sJpa, IJIe MOXKHO JIeNIaTh YTO YIOJHO M 0e3 BCSIKHX
nedekToB mporeccopa (npasaa, B Core2Duo ecTh elie OJUH WHTEPECHBIH AedeKT, 00HapYKCHHBIH
aBTOPOM U HE OIMCaHHbIH B IIOCIHEAHEH errata — NpU BBIIOJHEHUM KyCOUKa MHCTPYKLUH,
HaXOJAIIETOCS B CaMOM KOHIIE KOIIOBOTO CETMEHTA, NEKONEep, ONpeNesisi ITUHY WHCTPYKIUHU II0
MIEPBBIM OaifTaM, MMBITAeTCS CUUTATh €€ MPOIOJDKEHHEe, KOTOPOrO HET, B Pe3yJbTaTe Yero MPOUCXOIUT
"3aBOpOT" B HayaJl0 CErMEHTA, IIEPBOH CTpaHMIIE KOTOPOTO TaK K€ MPUCBANBAETCS aTpUOYT IOCTYyIa,
IOCTIe Yero TeHepUpYeTcs HCKII0UEHUE, KOTOPOe XaKepy HEOOXOIUMO OTIIOBHTH, YTOOBI CHCTEMa HE
cBamiack B BSOD, HO 4ro 3TO nmact?! miajamme CTpaHUIBI aIpeCHOTO MPOCTPAHCTBA CIEHHAIBHO
cienanpl  HemoctynmHeiMM B NT s omioBa  oOpamieHus 10 HYJIEBBIM — yKa3aTelsiM,
CBUJIETENLCTBYIONIMX O TOM, YTO MporpamMma oOpaimaercss K HEBBIIENECHHOW 00JacTH MaMaTd, |
Windows niepenaer el HCKIIIOUEHHE, KOTOpasi Ta MOXKET 00paboTaTh TeM MM UHBIM 00pa3oM, HO yalle
BCero 00paboTINK KOHCTPYKTUBHO HEMPEAYCMOTPEH U TOT/Ia CHCTEMa 3aBepIIacT padoTy MPHIIOKEHIS
B aBapUifHOM peXrMe. Y CTaHOBKa aTpuOyTa JOCTYIIAa Ha MEPBYIO CTPAHUITY MPUBEAET K ITOJaBICHUIO
WCKJIIOYEHUsT W TIporpaMMa yraJaeT He B MOMEHT oOpamieHusi K HyJEBOMY YKazaTedro, a 4yTb
Mo3Ke — KOTJa IONbITaeTcs o0paboTaTh CUYWTAaHHBIA OTTyma Mycop. He cimmkom-To OombImoe
JOCTHKEHHE, K TOMY JK€ JIETKO peaji3yeMoe Ha IPHUKIIQJHOM ypoBHe Oe3 oOparieHus K Jedekram
mpolieccopa).

IIpaBna, 16-pa3psiaHblc MPUIOKCHHS HMEIOT CBOM COOCTBCHHBIC 16-pa3psaHbIC JTUMHTHI H
YHCTO TEOPETHYECKH, Oilarojapsi omMOKe B IPOLECCOpE, aTAKYIOIIMA MOXET IMOJYYHTh JOCTYI K
JAHHBIM, KOTOPEIC €My YHTaTh HE MOJIOXKEeHO. B cMbIcie 1Mo aTpu0yTaM CTpaHHUI] HE TOJIOKEHO, a TaK. ..
€CIIM aTaKyIOUIMA MOXKET 3allyCKaTh IPIJIOKEHHA, TO OT(POPMATHPOBATh AWCK WM YAAJIUTH BCE
(aiinbl — ObICTpee U HajekHee. A BOT U3 32-pa3psIHOTO NMPHIIOKEHHS BBI3BaTh 16-paspsiaHoe, Hy HE
TO, YTOOBI HEBO3MOXKHO, HO BCE-TaKH JOCTaTOYHO CIIOKHO (MMeeTcs BBUIY BbI3oB u3 shell-kona,
UCTIONHSIoNIErocst B 32-pa3psimHoM npuiioxkenun). Jpyrumu cnoBamu, Ha Windows 3ToT nedekt He
OKa3bIBa€T POBHBIM CUETOM HUKAKOTO BO3EHCTBUSI.

A 4gro Ha cyer BSD wm Linux? IlltatHble sapa Tak K€ HCIOBEAYIOT IIOCKYHO MOIECIb.
KOZ[OBLIfI CETMCHT HaXOJUTCA B CaMOM KOHIIC aAPECHOI'0 IMPOCTPAHCTBA U HUYCTO HHTEPECHOT'O 3a HUM
HeT. HekoToprle 3amuTHBIE TMaKeThl, pa3paboTaHHBIE elIe B Ty AAJEKYIO 310Xy, KOT/a IPOIECCOPHI
MOICP )KUBATA aTPHOYT "HCIIOMHAEMBIH" TOJBKO Ha YPOBHE CEIEKTOPOB, a HEOOXOAMMOCTB 3aITUTHI
CTE€Ka, Ky4d M J@HHBIX OT HCIIOJHEHUs 3a0poIIeHHOTro xakepoM Tyxaa shell-koma yxe Haspena —
MMPOU30IUIO BOT YTO: HECTAHIAPTHEHIC SICPHBIC PACIIMPECHHS ype3ald JIMMHUTHI CTeKa M CEerMEHTa
JaHHBIX (PAcIOJIOKEHHBIX B Hayaje) W OToOpasu y HUX aTpuOyT "HcnomHseMbld". A 3a HUMH
PacIoNoXMIM CETMEHT Koja. BoT ecnu Ob1 oHM nocTynuiy B 00paTHOM Mopsiake (CHadana KoJ, OTOM
CTEK U )IaHHI)Ie), TO Yy XaKE€poB Obl1a OBI NOTCHIIUAJIbHAsA BO3MOXHOCTH I0CTyNa K HEAOCTYITHBIM
JTAaHHBIM, BOT TOJIBKO... CTEK U Ky4a JOCTYIIbI U TaK... 03 BCSIKUX Ae()EeKTOB mpoieccopa.

KoHeuHo, MOXHO TPEAIONOKHUTh, YTO T/E-TO €CTh OIEpaIlioHHas CHCTeMa B KOTOPOHU
CHadala WAYT TIOJIb30BATEIbCKIE CErMEHTHl KOJa M JaHHBIX, a IIOTOM pAacHOJOXEH CErMEHT
OTICPAIlMOHHON CHCTEMBI, XpaHALIMH JaHHBIC, 3aIlIWIICHHbIE OT YTEHHs, IIOCKONIbKY, OymydH
MIPOYUTAHHBIMH, OHH ITO3BOJIAT NOBBICHTh YPOBEHb CBOHMX IPUBWIICTHU, HAIPUMEpP, HO... SCIU TaKas
OIEpanMoOHHAs CHCTEMa U eCTh, TO 3T0 He Linux, He Windows, He BSD u He QNX... a kakas-To
CTyJCHYECKas TojenKka. Bompoc: kakoi nuatepec ee arakoBath?! Kopoue, Ha 3TOT nedekT nporeccopa
MOXHO BoOOIIe He oOpamarh BHHUMaHus. Hy pa3Be 4ro mpu pa3paboTke HOBBIX ONEPAIIMOHHBIX
CHUCTEM, PAAUKAIBHO OTINYAOIUXCA OT YIKE€ CYIICCTBYIOMIUX.
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Pucynok 3 Windows ucnosb3yer "miockyrw' mMoaeab NaMATH ¢ "'pacnaxHyThIMU'" rpaHuIaMu

CCEIrMCHTOB

Al199: Updating Code Page Directory Attributes without TLB
Invalidation May Result in Improper Handling of Code #PF
(O6HoBneHue AtpubytoB [lupekropun Kogosbix CtpaHuu 6e3
"UnuBanupgauun" TLB MoxeT NMpuBecTtn kK HekoppekTHOM
O6paboTke UcknioueHus #PF)

Problem: Code #PF (Page Fault exception) is normally handled in lower priority order relative
to both code #DB (Debug Exception) and code Segment Limit Violation #GP
(General Protection Fault). Due to this erratum, code #PF maybe handled incorrectly,
if all of the following conditions are met:
O A PDE (Page Directory Entry) is modified without invalidating the
corresponding TLB (Translation Look-aside Buffer) entry
O Code execution transitions to a different code page such that both
o The target linear address corresponds to the modified PDE
o The PTE (Page Table Entry) for the target linear address has an A
(Accessed) bit that is clear
Q One of the following simultaneous exception conditions is present following the
code transition
o Code #DB and code #PF
o Code Segment Limit Violation #GP and code #PF
Implication: Software may observe either incorrect processing of code #PF before code Segment
Limit Violation #GP or processing of code #PF in lieu of code #DB.
Workaround: None identified.
npobiiema: uckmouenne #PF (Page Fault — Crpannunsiii Otka3) oO0bryHO 0OpabaTbiBaeTCs B C

JPYTUMH WCKIIIOYEHHSIMH, IIEPEUHCICHHBIMHA B TIOPSAIKE YMEHBIICHHUS NPHOPUTETA:
#DB (Debug Exception — Otmagounoe Mckmouenne), Segment Limit Violation
(Mcxmrouenne Brixona 3a Ilpepensr Cermenra), #GP (General Protection Fault —
Obmee Hapymenne 3ammurer). Benencrsue nedexra mnpoexruposanus, #PF
UCKIIIOUYEHHE 00pabarhiBaeTCsi HEKOPPEKTHO, IPH HACTYIUIEHHH OJIHOTO U3
CJIEIYIOIINX COOBITUMA:
Q PDE (Page Directory Entry — 3ammce Karanora Crpanunm) moanuimpyercs
6e3  "wHBaymmarmu"  (to  invalidate —  memath  HeNEHCTBUTEIILHBIM)



cootBercTBytomeii  3amucn TLB (Translation Look-aside Buffer— Bydep
O6parHoit Tpancnsauun);
O TpaH3aKUus WCIOJHEHWS MAlIMHHOM WHCTPYKIMH, HAXOJUTCS Ha CTHIKE JBYX
CTpaHUII, IPHUYEM, BBITIOJIHIETCS OJHO M3 CICAYIOIIUX YCIOBHUI:
O JMHEWHBIH IEeTeBOH aapec COOTBETCTBYeT MoauduimpoanHoit PDE;
o PTE (Page Table Entry — 3amuce Tabmuubt CtpaHui) Ui LEJIeBOTO
JMHEHHOTO ajipeca MMeeT COPOIIEHHBIH OUT JOCTyIa;
Q TpaH3aKUMH MPEALIECTBYET OJHO U3 ABYX CIEIYIOMNX UCKIIOUECHHH!
o #DB u #PF;
o #GP u #PF,

MOCIIEACTBYUSL:  IporpaMMHOE oOecredeHne [ODKHO JHOO0 OTCiexnBaTh HeKoppektHoe #PF
HCKIIoUeHue, npeaniectsyomee #GP uckmouennto, tak ke kak #PF uckimroueHue
nepen #DB.

Workaround: HE HalJEeHO.

Hakonen-to Mb1 obpamicek 1o aedekra, kotopsiii Theo de Raadt xapakrepusyer xak "Hy BOT,
teneps HaMm Intel roBoput, uto TLB HyX)HO 00pabaThiBaTh COBEPIIEHHO HHBIM ITyTeM, HE TIOX0XKUM Ha
crapeiii”. Ox u Bper! Intel HUYero Takoro He rOBOPHT, IPHU3HABAs 3a cOOOH Ae(eKT U pacliChIBasICh B
Oeccunmu HaliTH npuemsieMoe 00xonHoe pemieHue. JleeKT, KOHEYHO, CEPhE3HBIH M OCTAETCS TOJIBKO
YIUBISITECSL KaK CYILECTBYIOIINE OINEPal[MOHHBIE CUCTEMBI YXUTpsitoTcs: padorath Ha Core 2 Duo He
Ma/iaTh KaX/ble MIECTb-CEMb MUHYT (XOTs, BO3MOXKHO, OHH U N13/Ia10T, HO HE TaK 4acTo).

BbIxoa TOJBKO OIMH — JaTh HOBOW PEBU3MM IPOLIECCOpA, C HUCIPABICHHOH OIIMOKOI
obpaborku TLB (rmocie yero Bce Oyzaer "kak mpu 6adymke"), nmubo xe MoauUUMPOBaTh (IpHYEM
BeChbMa 3HAYUTEIBHO) SIIPO OIEPAllMOHHONW CHCTEMBI, YTOOBI OHO CTaOWIBHO paboTalio W Ha
nedextabix LI1. Microsoft BeITyckoM Tako# 3aiutaTku He 03a00THIIach, XOTA MOXO0XeE, YTO IMpH ee
MaHepax oOpamenus ¢ TLB, obo3HadeHHBI nedekt, He ocobo m memaer. A Bor Theo de Raadt
nmopaboran simpo Open-BSD, 3actpaxoBaB cHCTEMy OT BO3MOXKHBIX "CIOPIPH30B" CO CTOpPOHEI
npoiieccopa. EcTecTBeHHO, sIPO UCHPaBUTH (J1a emie TAKMM HEOOBIYHBIM CITIOCOOOM) 3TO HE HPOCTO
JIBE CTPOYKHM KOJa MECTaMM IIOMEHSTh, TaK YTO €r0 MOXKHO NMOHATh. KoMy XoueTcs oTayBaThcs 3a
yyxue omrOKkn?! A Mexay TeM OMIMOOK B IIPOLIECCOPaX MHOTO. ..

3aKJ/1Ilo4eHue

Pa3paboTunky MOMyNMSAPHBIX OMEPAIIMOHHBIX CHCTEM 3a IIOCIEAHHE TOABl CYIIECTBEHHO
YCHIIMIIM MX 3alUTy W 30JI0TO€ BpeMs aTak Ha repernonHstonecs: Oydepa 3akonumnocb. OCHOBHBIE
Ja3elKu y>Ke 3aKphIThl M IOUCK peanbHO "paboraromux" nplp TpeOyer Bce OOJBLIMX M OONBIIMX
ycwmid. Ho ycunwino im 310 _0o0myro  6e3onacHocTs?! EnBa . 3To TONBKO pa33aJopHiio XaKepoB,
CITPOBOLIMPOBAB AKTHUBHBIN ITOUCK MPUHIUIINAIIBHO HOBBIX METOJOB aTaK.

HetporyTyto nenmnny nedekToB jkeie3a XaKepbl TOIBKO-TONBKO Hadai W OcBamBarth. Jlo cmx
TIop He TpeICTaBIeHO HI ogHOTO proof-of-concept exploit'a 1 He 3apUKCHPOBAHO CITydaeB BTOP)KECHUS,
OCHOBaHHBIX Ha ommOkax LIII, omHako... B arMocdepe OMpEeNeseHHO YTO-TO MPOMCXOAUT. YTO-TO
TaKoe... He MMPeIBEMIaolee HUIEro XOpoIIero.

Brpouewm, He Oynem m300pakaTth M3 ce0sl MPOPOKOB, MPETOCTABHB COOBITHSIM Pa3BUBATHCS
CBOMM Yepe/IoOM, a CaMH TeM BPEMEHEM NPHII0KUM MaKCUMyM YCHJIM 10 oOecrie4eHHI0 cOOCTBEHHOM
Oe3omacHOCTH, ckauuBas cBexue mpomuBkd BIOS u BeIOMpas NpoAyKIMIO TeX NPOM3BOAWTENEH,
KOTOPBIM MOXKHO BEPHUTb, U KOTOpBIE JCHCTBUTEIBHO OOPIOTCS C Je)eKTaMH MPOIIECCOPOB, OTMeYast
CBOM JIOCTHKCHHUS B CONPOBOAMTENBHBIX (haitmax. UTo e KacaeTrcs ONEepaIlioHHBIX CHCTEM, TO B
mnaefike BSD — Open-BSD HecomueHHBIH nmaep, Linux'sl Bce Ha OAHO JIMIO U 0COOO0H pa3HUIIBI
MEXIy HUMH HeT (y OJHHMX OJHHW HEIOCTaTKH, y ApPYrux — Jpyrue). Microsoft moxoxe OopoTbesi B
omuOKaMHU TPOIECCOPOB BOOOIIE HE cOOMpaeTcs, a 3TO OONBIIOW MHHYC, OCOOCHHO Ha PBIHKE
cepBepoB, rae Open-BSD uyBcTByeT ceOsi BIOJNHE YBEPEHHO. A BOT MEpeBO] pabOUYUX CTAHIMI Ha
Open-BSD ckopee Bcero okaxercst J0poske, 4eM yOBITKH OT BO3MOXHBIX aTrak. Bnpouem, cBoii BEIOOD
KaXXJbIM JieJIaeT caM

>>> gpe3Ka: owubka deneHusi 8 Pentium

Camas rpomkas ommOka B Pentium Obuta oOHapyxeHa B 1995 rony u mpoJieMOHCTpHUpOBaHa
Ha CJICIYIOUIEM IpUMepe: X - (X/y)*y, pe3ynbraT KOTOporo (eciu Toybko y != 0) HomKkeH OBbITh paBeH
HYJIIO, OJIHAKO, NPH OMPENCICHHBIX 3HAueHHAX X U y (x = 4195835, y = 3145727), mpoueccop
BbIIaBall... 256! IloTpscaromas TOUHOCTh, OJTHAKO!



JKypHanucThl MOIXBaTHIIM CEHCALUIo, BHIHYIUB Intel MOHTH Ha 3aMeHy NPOIECCOPOB, YEro
OHA W3HAYAJBHO JeJIaTh HE XOTeNa, JOKa3blBas, 4TO JIIOJASM, JAIEKUM OT MaTeMaTHKH, TOYHBIE
BBIYUCJICHUA HEC HYKHBI, & BEPOATHOCTDH IPOABICHUA OIIMOKH Ha IMPONU3BOJIBHOM (a HE YMBIIIIJICHHO
MOJIrOTOBJICHHOM) Ha0OpEe MaHHBIX OJIHM3Ka Y HYIIIO.

C Tex mop, coobmeHmii 06 ommbOkax B LII1 xax Oyaro Oel He oTrmedanock. M moromy
sasBrneane Theo de Raadt'a, uto Core2Duo comepXuT OrpoMHOE KONWYECTBO OMIMOOK, MHOTHE W3
KOTOPBIX JIOIYCKAIOT YAAJIeHHBIH 3aXBaT YIPaBJICHUS CTAJI0 OYePEJHOM CeHcannei roaa



